Red Flag Regulations
Executive Summary

The Federal Trade Commission (FTC), the federal bank regulatory agencies, and the National
Credit Union Administration (NCUA) have issued regulations (the Red Flags Rules) requiring
financial institutions and creditors to develop and implement written identity theft prevention
programs as part of the Fair and Accurate Credit Transactions (FACT) Act of 2003. The programs
must be in place by May 1, 2009, and must provide for the identification, detection, and response
to patterns, practices, or specific activities (red flags) that could indicate identity theft.

Under the Rules, Renewable Water Resources (ReWa) is responsible for developing a program
as it falls under the category of having covered accounts. A covered account is a personal
account that involves multiple payments or transactions such as credit card accounts, mortgage
loans, automobile loans, margin accounts, cell phone accounts, utility accounts, checking
accounts, and savings accounts. ReWa maintains utility accounts.

Some examples of covered accounts at ReWa are: Customer Service Accounts (Commercial and
Residential), Customer Service impact Fees, Manual Billings (Industrial, Commercial, and
Residential), Industrial Accounts, and Septage Haulers. Currently six agencies, including
Greenville Water System, bill for ReWa and eight agencies collect Customer Service Impact Fees
for ReWa. Both ReWa and the agencies have access to the respective customer information. A
letter has been sent to each of these agencies requesting a copy of their Red Flag Compliance
Procedures.

Under the Red Flags Rules, ReWa must develop a written program that identifies and detects the
relevant warning signs (red flags) of identity theft. These may include: unusual account activity,
fraud alerts on a consumer report, or attempted use of suspicious account application documents.
The Red Flag program must aiso describe proper responses that would prevent and mitigate the
crime and detail a pian for updates to the program. The program must be submitted to and
approved by ReWa'’s Board of Directors. Once approved, ReWa's Red Flag Committee
members, consisting of Barbara Wilson, Cathy Caldwell, Blake Visin, Patricia Dennis, and Stacey
Green, must manage the program, provide staff training, and provide for oversight of any service
providers.

Please see the attached Red Flag Rules program for Renewable Water Resources.
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WESTERN CAROLINA REGIONAL SEWER AUTHORITY
dba RENEWABLE WATER RESOURCES

RESOLUTION

RED FLAG PLAN

WHEREAS, the Federal Trade Commission issued regulations on November 9,
2007 requiring creditors that hold consumer accounts to develop and implement
a written identity theft prevention program providing for the identification,
detection and response to patterns, practices or specific activities known as “Red
Flags” that could indicate identity theft; and

WHEREAS, the compliance with these “Red Flag” rules is required by May 1,
2009; and

WHEREAS, the General Assembly of the State of South Carolina approved the
“Financial Identity Fraud and Theft Protection Act” (the “Act”) on March 4, 2008,
which was then subsequently ratified by the Governor on April 2, 2008; and

WHEREAS, the effective date of this Act is December 31, 2008, with the
exception of certain provisions which are effective at different points in time
following that date; and

WHEREAS, the implementation of both the “Red Flag Rules” and the “Act”
require Renewable Water Resources to establish policies limiting and managing
the collection and dissemination of personal identifying and financial information,
and the diligent pursuit of “red flags” which are indicators that identity theft is
about to happen or has happened in the past in relation to our covered accounts:

NOW, THEREFORE, IT IS RESOLVED that:

1. The attached “Identity Theft Prevention Policy” (the “Policy”) is hereby
adopted with an effective date of May 1, 20009.



2. The Executive Director is hereby authorized to make changes to this policy
as necessary to achieve and maintain compliance with the letter and the
spirit of these requirements.

SIGNED AND SEALED this é ﬂ- day of all / 2009.

P
Y

J.D. Martin, Chairman

ATTEST:

L. Gary Gilliam, Secretary/Treasurer



Designation of Committee(s)

1. RED FLAG IMPLEMENTATION COMMITTEE

This group is charged with the responsibility of performing the initial gap analysis,
prioritizing deficiencies, performing market studies on solutions available, selecting
and contracting for specific solution components, developing specific solution
requirements, delivering training appropriate to deploy and maintain solutions, and
documenting all of the above in the written Red Flag Prevention Program document
to be submitted to the Board of Directors.

Cathy Caldwell

Stacey Green

Barbara Wilson

2. RED FLAG OVERSIGHT COMMITTEE

The members of this committee are charged with the daily responsibility of keeping
the Program up to date and in compliance with FACTA Section 114 requirements.
This committee will report to the Board on at least an annual basis to prove the
effectiveness of the Program on the Covered Accounts and to make recommendations
for any material changes to the Plan.

Cathy Caldwell

Stacey Green

Blake Visin

Patricia Dennis




Part 1: Risk Assessment

The Red Flag committee comprised of the Director of Human Resources, Director of
Information Systems, Customer Service and Contract Manager, Controller, and the
Administrative Finance Director has conducted a Risk Assessment, based on the
requirements of FACTA, Section 114, and has determined that there is a need to
implement a Red Flag Program for our organization. As such, we assessed which
accounts must be included, based on the definitions for “covered accounts” as shown
below.

Definition of a “Covered Account”

A “covered account” is a personal account that involves or is designed to permit multiple payments or
transactions such as a credit card account, mortgage loan, automobile loan, margin account, cell phone
account, utility account, checking account, or savings account.

A “covered account” is.also any other-account for which there is a reasonably foreseeable risk to-customers
or to the safety and soundness of the financial institution or creditor from identity theft, including financial,
operational, compliance, reputation,-or litigation risks.

During our risk assessment we considered the following:
+ The methods we provide to open our accounts;

«  The methods we provide to access our accounts; and
«  Our previous experiences with identity theft.

Under the definition of “Creditor” we also considered Covered Accounts as any account
for which we provide a product or service and do not collect payment in advance or at the
time of service, and any account where a consumer may default in payment after
obtaining the product or service.

In addition we considered the potential for both new and existing account fraud based on
the following threats that may result in the unauthorized access of personal information
that can lead to identity theft:

+ Technology intrusion (hacking, spyware, bots, etc.)

»  Consumer deception (phishing, pharming, vishing, etc.)

» Employee theft of consumer information

« Social engineering — cons perpetrated against employees/customers

« Physical intrusion (break-in)

« Compromise of postal mail — both intemal and at mailbox

« Loss/theft of laptop computers —unencrypted

«  Other accidental loss — improper disposal of information, loss in transport, etc.




Based on the Risk Assessment we have determined that we will include, within the scope
of our Red Flag Program, the following accounts or account categories:

Covered Accounts List:

Customer Service Accounts (Residential and Commercial)
Customer Service Impact Fees

Manual Billings (Industrial, Commercial and Residential)
Industrial Accounts

Septage Haulers

NhwN -



Part2: Gap Analysis

Customer Service Accounts (Residential and

Commercial)

Solutions in Place

A comparison of requirements of FACTA Section 114 and existing systems, policies,
procedures and technologies indicates that some of the requirements have already been

met, as indicated below.

Category Solution Description
Identity Verification Yes 1. Subdistricts establish new relationships
with customers. ReWa does not
Knowing with a reasonable establish this type of relationship.
certainty that the identifying ReWa has requested Red Flag
information that is presented to p d i Subdistri h
establish a new relationship is rocedures from Subdistricts who
valid handle our customers.
2. Employees are assigned a unique name
and password to log into the Customer
Information System. This information
is tracked by GWS and can be viewed
on the Customer Information System.
3. We require customers calling in to state
their unique identifying account and
customer number, name, and address,
Identity Authentication Yes 1. Subdistricts establish new relationships
with customers. ReWa does not
Knowing with a reasonable establish this type of relationship.
certainl_y lh? person presenting the ReWa has requested Red Flag
identifying information is the P d f Subdistricts wh
owner of such information at the rocedures Irom Subdistricts who
point of establishing a new handle our customers.
relationship
2. Werequire customers calling in to state

their unique identifying account and
customer number, name, and address.




Fraud Monitoring in
Existing Accounts

Proactive measures to identify
patterns, practices or other
indicators that identity theft is
about to happen, is occurring or
has happened in connection with
our Covered Accounts

Yes

I.  ReWa has requested Red Flag
Procedures from Subdistricts who
handle our customers,

2. Employees keep 2 log book of calls.

Identity Theft Education
for Employees

Recognizing risk factors and
methods to protect personal
information in order to prevent
identity theft

Yes

Training to come April 2009

Identity Theft Recovery
Services for Mitigation of
Risk and Damage

A fraud department or outsourced
professional Identity Theft
Recovery Service to assist
individuals who can not be
validated for services or who are
the subject of a Red Flag

Yes

If identity theft should occur, Renewable Water
Resources will outsource as needed.




Part 2: Gap Analysis

Customer Service Impact Fees

Solutions in Place

A comparison of requirements of FACTA Section 114 and existing systems, policies,
procedures and technologies indicates that some of the requirements have already been

met, as indicated below.

Category

Solution

Description

Identity Verification

Knowing with a reasonable
certainty that the identifying
information that is presented to
establish a new relationship is
valid

Yes

Renewable Water Resources requires a tax map
number, developer and subdivision name, and
address to issue a permit for a new connection.

If a customer pays for a new account fee by
check, picture ID is required.

Identity Authentication

Knowing with a reasonable
certainty the person presenting the
identifying information is the
owner of such information at the
point of establishing a new
relationship

Yes

All information given is verified through
Greenville County Real Property website or
other County property search site.

If a customer pays for a new account fee by
check, picture ID is required.

Fraud Monitoring in
Existing Accounts

Proactive measures to identify
patterns, practices or other
indicators that identity theft is
about to happen, is occurring or
has happened in connection with
our Covered Accounts

Yes

Employees keep an excel spreadsheet and access
database of all new account fees paid.
Accounting department also keeps record of
fees paid.




Identity Theft Education
for Employees

Recognizing risk factors and
methods to protect personal
information in order to prevent
identisy theft

Yes

Training to come in April 2009.

Identity Theft Recovery
Services for Mitigation of
Risk and Damage

A fraud department or outsourced
professional Identity Theft
Recovery Service to assist
individuals who can not be
validated for services or who are
the subject of a Red Flag

Yes

If identity theft should occur, Renewable Water
Resources will outsource as needed.
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Part 2: Gap Analysis

Manual Billings (Industrial, Commercial and Residential)

Solutions in Place

A comparison of requirements of FACTA Section 114 and existing systems, policies,
procedures and technologies indicates that some of the requirements have already been

met, as indicated below.

Knowing with a reasonable
certainty the person presenting the
identifying information is the
owner of such information at the
point of establishing a new
relationship

Category Solution Description

Identity Verification Yes Renewable Water Resources requires name and
address in person or by phone to open and

Knowing with a reasonable access an account.

certainty that the identifying

information that is presented to .

establish a new relationship is Going forward new customers must present

valid drivers license to validate address.

Identity Authentication Yes

Renewable Water Resources requires business
or company name and representative name and
address in person or by phone to open and
access an account.

Going forward new customers must present
drivers license to validate address.
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Fraud Monitoring in
Existing Accounts

Proactive measures to identify
patterns, practices or other
indicators that identity theft is
about to happen, is occurring or
has happened in connection with
our Covered Accounts

Yes

Signatures will be required when activating new
accounts in the future.

Identity Theft Education
for Employees

Recognizing risk factors and
methods to protect personal
information in order fo prevens
identity theft

Yes

Training to come in April 2009

Identity Theft Recovery
Services for Mitigation of
Risk and Damage

A fraud department or outsourced
professional Identity Theft
Recovery Service to assist
individuals who can not be
validated for services or who are
the subject of a Red Flag

Yes

If identity theft should occur, Renewable Water
Resources will outsource as necded.
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Part2: Gap Analysis

Industrial Accounts

Solutions in Place

A comparison of requirements of FACTA Section 114 and existing systems, policies,
procedures and technologies indicates that some of the requirements have already been

met, as indicated below.

Existing Accounts

Proactive measures to identify
patterns, practices or other
indicators that identity theft is
about to happen, is occurring or
has happened in connection with
our Covered Accounts

Category Solution Description

Identity Verification Yes Renewable Water Resources requires that name
of business and business representative, phone

Knowing with a reasonable number, address and signature be attained

certainty that the identifying before account is opened.

information that is presented to

establish a new relationship is

valid Account number, name and address, and
signature are required to gain access to
accounts,

Identity Authentication Yes Collected information is verified by phone calls
and on site visits.

Knowing with a reasonable

certainty the person presenting the

identifying information is the

owner of such information at the

point of establishing a new

relationship

Fraud Monitoring in Yes Log books will be kept to verify when access

was granted.
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Identity Theft Education
for Employees

Recognizing risk factors and
methods to protect personal
information in order to prevent
identity theft

Yes

Training to come in April 2009.

Identity Theft Recovery
Services for Mitigation of
Risk and Damage

A fraud department or outsourced
professional Identity Theft
Recovery Service to assist
individuals who can not be
validated for services or who are
the subject of a Red Flag

Yes

If identity theft should occur, Renewable Water
Resources will outsource as needed.
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